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Committee, IEEE and IET Fellow, Prof. Ce Zhu, University of Electronic Science and Technology of 
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ABSTRACT 
Car rental agencies primarily serve people who require temporary 
vehicles. However, many car rental damage scam cases involving 
car renter fail to present any evidence and being unfairly charged, 
for the damage that did not happen during rental. Concerning the 
current car rental systems that only allow customers to inspect the 
physical condition of the car, the objective of this project is to 
develop a mobile application for car rental system, FoRent, that 
implements the car diagnostic features. Through this system, the 
car owner and car renter will be able to record the physical 
condition and retrieve forensic data of the car using ELM327 
device, before signing the rental agreement. In order to reduce 
security risk, this project introduces a security protocol to provide 
the integrity and availability of the data in FoRent. Enhancing the 
existing paper-and-pen car rental system, FoRent is remarkable as 
it introduces these special features that meet the requirement of 
the car rental company and customers.   
CCS Concepts 
Applied computing → Computer forensics → System forensics 
Keywords 
On-Board Diagnostic (OBD); ELM327; Car Rental System; Car 
Rental Agencies; Vehicle Forensics 
1. INTRODUCTION 
Automobile technology is up soaring and has reached a new level 
of data services in vehicles for further use in digital forensics. 
Conceptually implementing the function of Automobile Black 
Box which is known as Event Data Recorder (EDR) [1], FoRent is 
able to record information related to vehicle crashes or accidents 
and faulty components alongside its main function as a car rental 
system. This system, which incorporated with the existing On-
Board Diagnostic (OBD) mobile application, seeks to provide a 
brand-new platform for people to rent a car from individual or car 
rental company with peace of mind. 
After signing the car rental agreement, the renter has to bear full 
responsibility for returning the vehicle in effectively the exact 
same condition. Understanding the widespread of the car rental 
damage scams nowadays, to win a rental car damage claimed by 
an individual or car rental company can be very challenging 
without any evidences. Numerous of car rental damage scam 
cases involving car renter fail to present any proof or evidence to 
the car rental company to be exempted from being charged for 
damage after returning the car [2,3]. As car rental service is a 
well-known business nowadays, this is indeed a dire news for the 
people who regularly use this service. 
Modern cars, precisely car later than 2008, are capable to supply 
diagnostic features using data logging that can be captured by 
ELM327. This device, which is being used by the team in this 
project, is a programmed microcontroller to translate On-Board 
Diagnostics (OBD) interface and retrieve forensic data from 
ECUs (Electronic Control Unit) which are embedded in the car [4]. 
The data will be displayed and synchronized when the device is 
connected to an application via Bluetooth.  
Typically, customers are not observant about the damages and 
flaws of the car whether or not the car is really in a good condition 
without any faulty components before driving off. Thus, FoRent 
can help to provide the justifications for both parties; car owner 
and car renter based on the vehicle forensic data recorded and the 
fault code if any system faults or car accident occurs during rental. 
FoRent is an absolutely newly established project which associate 
the current OBD mobile application that is used to retrieve the car 
information using ELM327 device. The system will be managed 
by the administrative of the company itself. 
2. RELATED WORKS 
This project analysed more than ten existing OBD mobile 
applications which are downloaded from Google Play Store, but 
only three are shortlisted to have the maximum criteria and 
features. These mobile applications which are Torque Lite, OBD 
Car Doctor, and OBD Auto Doctor were tested using ELM327 
device version 2.1 on an SUV Subaru XV. There are several types 
of interfaces, and the most common use is the chip made by ELM 
Electronics. The ELM327 is the most widely used, practical, and 
supports all OBD protocols such as Keyword Protocol (KWP), 
Pulse-Width Modulation (PWM), Virtual Private Network (VPN), 
and Controller Area Network (CAN) [5]. The other circuits a r e  
ELM 320, ELM 322 and ELM 323 only support one protocol: the 
ELM320 only supports PWM, the   ELM322 only supports VPN, 
and the ELM323 only supports KWP [5].  There are four types of 
ELM327 interfaces which are ELM327 RS232, ELM 327 USB, 
ELM 327 Bluetooth and ELM327 Wi-Fi. In this project, the team 
use the ELM327 Bluetooth because it is affordable and the most 
expedient among four as it can be used as a wireless connection, 
Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 
copies bear this notice and the full citation on the first page. Copyrights 
for components of this work owned by others than ACM must be 
honored. Abstracting with credit is permitted. To copy otherwise, or 
republish, to post on servers or to redistribute to lists, requires prior 
specific permission and/or a fee. Request permissions from 
Permissions@acm.org. 
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by connecting to a computer the Android smartphone. The 
comparison between the four types of ELM327 interfaces are 
listed in Table 1. 
 
 
Table 1. Comparison between ELM327 interfaces 
 
 
 
 
 
 
The OBD mobile applications that meet the requirement for this 
project are: 
1) Torque Lite (version 1.2.22) [6] 
Torque Lite is the most popular OBD mobile application in 
Google Play Store recorded the highest number of total downloads 
from five million users with ratings. In terms of user-friendly, it 
promotes safety through Heads-up Display mode where the data 
reflected on the front glass of the car, so it does not require users 
to look away from their usual viewpoints while driving. 
Customizable dashboard with theme support with the gauges and 
dials that users want. 
2) OBD Car Doctor (version 6.4.4) [7] 
OBD Car Doctor currently has been rated with a total of one 
million downloads. The uniqueness of this mobile application 
among all, it has the search engine to find the nearby garage, 
petrol station, parking, and carwash, however, OBD Car Doctor 
fail to provide Head Up Display (HUD) mode and dashboard 
customization. 
3) OBD Auto Doctor (version 3.6.0) [8] 
The noteworthy features in OBD Auto Doctor still allow the users 
to communicate with the car OBD2 system and turn the mobile 
into a highly capable automotive scanner, despite 500 thousand 
downloads and 3.7 ratings. The features in this mobile application 
are more or less the same with Torque Lite and OBD Car Doctor. 
It has built-in Diagnostic Trouble Code (DTC) database with over 
18000 trouble codes including thousands of manufacturer specific 
codes. 
3. PROJECT DESCRIPTION 
FoRent is a project that has been made through basic software 
development process which includes several software 
development activities such as requirement engineering process. 
This is important to make sure that the development process runs 
smoothly and comes out with the result that have been expected as 
well as fulfills the stakeholder needs. 
3.1 Requirement Engineering 
3.1.1 Methodology 
This section is to discuss the methodology used in this project. 
The team chooses Agile Development Methodology. The 
methodology includes planning, analyzing requirements, 
development process and lastly, testing process [9]. For the 
planning, the team gathers the ideas on the focus and topics to 
work on. The next phase is analysing requirements. The 
information needed is like who will use the system by providing 
use case scenario as shown in Figure 1 and Figure 2, and how they 
will use it. This phase involves requirement elicitation process to 
identify the project requirements.  After going through the 
requirement analysis, the system and software design are prepared. 
The team needs to think about how the product and solution need 
to be carried out by producing use case and system flow diagram 
to have clearer view on how the system is going to work. Next, 
the team proceeds with the implementation and coding 
development. This is where the design is going to be developed. 
As for this mobile application, the team uses Android Studio as 
the development platform with Java Language for user interfaces 
while Firebase as a database platform for the system. Once the 
code has been developed, it is tested against the requirements to 
make sure the product is actually fulfilling the requirements listed 
and matching the user stories. During this phase, unit testing, 
integration testing, system testing, and acceptance testing will be 
carried out. After testing, the product is delivered to the customer 
for them to use. However, deployment is actually not the end of 
the project. This testing phase will let the user use the system and 
let the development team know if there is any problem that needs 
to be solved or updated. 
3.1.2 Functional Requirement 
The functional requirement is a process where the function of the 
system is carried out. As for FoRent, the team lists out eight 
system features, which are: 
• Register new customer 
• Customer login  
• Book a car 
• Display internal car status 
• Update physical condition  
• Make payment  
• Print receipt  
• Send feedbacks 
3.1.3 Use Cases 
 
Figure 1. FoRent Use Case 1 
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Figure 2. FoRent Use Case 2 
3.2 Development Requirement 
Development environment: The team uses Java programming 
language as the main programming language. 
Software: The team uses Android Studio version 3.2 software for 
the interfaces while Firebase platform for the database 
development. 
Hardware: ELM327 version 2.1 Bluetooth Car Scanner (Figure 3) 
and Android Smartphone to install APK FoRent. 
 
Figure 3. ELM327 device 
 
4. PROPOSED SYSTEM 
4.1 Overall System 
The team has come out with overall system flow diagram as stated 
in Figure 4 which will give a clearer image on how the system is 
used and connected.  
 
Figure 4. Overall System Flow Diagram 
 
4.2 System Requirement 
i. Each car will be provided with ELM 327 in order to 
allow the user to retrieve internal car condition status. 
ii. Customers need to have FoRent application in their 
smartphone to rent and view internal condition of the 
car. 
iii. Customer’s details and external and internal condition 
of the car will be recorded into the database. 
iv. The car will be checked by the rental company to be 
compared with the initial car condition before the 
customer make payment and return the car to ensure that 
the car is in the good condition. 
4.3 System Flow 
i. As for the first time users, they need to register to the 
application first in order to allow them to log into the 
system and continue with the renting process. 
ii. After log in, system requires users to make a booking by 
choosing a car, date for booking and pickup location. 
iii. System will allow the user to view the internal car 
condition status of the selected car. 
iv. Users are required to confirm booking if they are 
satisfied with the car condition. 
v. The payment can be made through the application and 
the receipt will be sent to their email. 
 
4.4 Interfaces 
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5. CONCLUSION AND FUTURE WORK 
5.1 Conclusion 
In conclusion, FoRent is a mobile application that can help to 
improve the current car rental services. It is primarily to reduce 
the widespread of car rental damage scams cases in Malaysia 
where both parties; the car renter and car owner will be able to 
provide the evidences based on the data recorded. It is also 
providing few features such as book a car, view internal car 
condition status which can be tracked by connecting the mobile 
application to the ELM 327. This device is used to retrieve 
programmed microcontroller to translate On-Board Diagnostics 
(OBD) interface and retrieve forensic data from ECUs (Electronic 
Control Unit) which are embedded in the car. This paper has 
demonstrated how FoRent functions and how it can benefit the 
society. FoRent is aimed to contribute to car rental company as 
well as the customers who are going to use the service. This will 
lead to the ability to solve any problem that might occur during 
the renting process for the customer and the company itself. 
5.2 Future Work 
The team addresses the problem of the privacy and security 
concern for Bluetooth as future extension to this project. The team 
will be introducing another layer of security for Bluetooth 
connection between ELM327 device and FoRent mobile 
application since Bluetooth can be vulnerable point of access and 
data manipulation. Practically, this ELM327 Bluetooth provides 
only the surface layer of security where only one device can be 
connected at one time. In order to connect with another device, the 
device that is currently connected to ELM327 must be unpaired 
and the OBD mobile application running in the background must 
be closed. However, to maintain the data integrity, the team 
introduces another layer if Bluetooth security protocol to prevent 
both car renter and car owner to alter the data captured by the 
ELM327. These parties are only allowed to view the current data 
retrieved from the vehicle and are not be able to change the data 
by any means. They need to pair a passcode key whenever both 
parties are in the radius feet from the vehicle. Therefore, both 
User Login 
Login interface for 
registered user 
User Register 
Account registration 
for new user. 
User password reset 
User might want to 
change the password if 
the users have 
forgotten theirs. 
 
Book a Car 
User select booking 
location, date and 
time, take picture of 
license. 
Physical Record 
User inspect the condition 
of the car before rent 
according to the damage 
checklist by taking picture 
as the evidence. 
Car Tracker 
Car owner track the car’s 
whereabouts through 
built-in GPS in the car. 
Adapter Type 
User may choose the 
ELM327 interfaces; 
Bluetooth, USB, or Wi-Fi. 
 
Fault Code 
Car renter and car owner 
identify the component 
faulty based on the 
Diagnostic Trouble Code 
(DTC) shown. 
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parties do not have the chance to change the data without each 
other’s conscious. 
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